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1
Decision/action requested

This contribution proposes a new KI on the need for handling privacy and security aspects of broadcasting Remote ID.
2
References

[1]
3GPP TR 33.891 Study on Security of Phase 2 for UAS, UAV and UAM.

3
Rationale

In Rel-17, the security of broadcasting remote ID was left out of scope since the U2U interface via 3GPP system was not in scope of Rel-17. 
The Rel-18 SID includes the following objective:

· WT#1.1. Study how to transport Broadcast Remote Identification and C2 communications via the 3GPP system by identifying how and whether existing mechanisms can be re-used, and identifying architectural and functional modifications required.

As the Rel-18 SID includes U2U in scope, it is necessary to study how the transport of remote ID is supported during broadcast and therefore it is necessary to investigate what are the privacy and security issues due to the support of broadcasting remote ID. 
4
Detailed proposal

*****Start of Change*****
5.X
Key issue on privacy and security aspects of Broadcast Remote ID
5.X.1
Key Issue Details

As per KI#2 in TR 23.700-58 [2], the transport of broadcast remote ID is supported in the 3GPP system. For the UAV communication, the remote ID can be broadcasted either by the UAV or by the UTM. If the broadcasted remote ID is not privacy protected or not secured, the remote ID can be spoofed and it may lead to tracking of the UAVs. The 3GPP system needs to secure the broadcasted remote ID between UAV/UAVC and the receiving party (i.e. UTM/USS, TPAE and other UAV). 

Therefore, it is necessary to study how the remote ID is broadcasted via the 3GPP system in secured way and this key issue studies the security and privacy aspects during the transport of broadcast remote ID via the 3GPP system. 
5.X.2
Security Threats
If the broadcast remote IDs are not protected, the UAS identities can be spoofed. 

If the broadcast remote ID is not protected, then fake UAV or unauthorized personnel can perform certain attacks such as impersonation of genuine UAV and tracking of the UAV. 

5.X.3
Potential Security Requirements

The 3GPP system shall enable the privacy of the broadcasting Remote ID.

The 3GPP system shall enable means to provide confidentiality, integrity and replay protections for broadcasting Remote ID. 
*****End of Change*****
